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Abstract
Invasive nonnative plant pests can cause extensive environmental and economic dam-
age and are very difficult to eradicate once established. Phytosanitary inspections
that aim to prevent biological invasions by limiting movement of nonnative plant
pests across borders are a critical component of the biosecurity continuum. Inspec-
tions can also provide valuable information about when and where plant pests are
crossing national boundaries. However, only a limited portion of the massive vol-
ume of goods imported daily can be inspected, necessitating a highly targeted, risk-
based strategy. Furthermore, since inspections must prioritize detection and efficiency,
their outcomes generally cannot be used to make inferences about risk for cargo path-
ways as a whole. Phytosanitary agencies need better tools for quantifying pests going
undetected and designing risk-based inspection strategies appropriate for changing
operational conditions. In this research, we present PoPS (Pest or Pathogen Spread)
Border, an open-source consignment inspection simulator for measuring inspection
outcomes under various cargo contamination scenarios to support recommendations for
inspection protocols and estimate pest slippage rates. We used the tool to estimate con-
tamination rates of historical interception data, quantify tradeoffs in effectiveness and
workload for inspection strategies, and identify vulnerabilities in sampling protocols as
changes in cargo configurations and contamination occur. These use cases demonstrate
how this simulation approach permits testing inspection strategies and measuring quan-
tities that would otherwise be impossible in a field-based setting. This work represents
the first steps toward a decision support tool for creating dynamic inspection protocols
that respond to changes in available resources, workload, and commerce trends.
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1 INTRODUCTION

Phytosanitary inspections of imported goods serve as an
important biosecurity measure to prevent the transport of non-
native species that can become invasive and cause extensive
economic and environmental harm. However, given the vol-
ume of goods imported into the United States, totaling 2.67
trillion dollars in 2019, it is infeasible for the limited num-
ber of border inspection personnel to fully inspect all incom-
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ing consignments (U.S. Customs & Border Protection, 2021).
Efficiently targeting inspection resources through programs
that are designed to expedite commodities with low risk, such
as risk-based sampling and commodity release programs,
are important strategies for minimizing the entry of nonna-
tive species under constrained resources (Kim et al., 2019;
Robinson et al., 2017). Optimization of sampling strategies
to detect low frequency contaminants with limited resources
has been relatively well studied, with many recommendations
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for maximizing inspection efficiency (Chen et al., 2018;
International Plant Protection Convention, 2016; Robinson
et al., 2011, 2015; Rossiter & Hester, 2017; Saccaggi et al.,
2016; Surkov et al., 2008). In practice, however, inspections
face diverse challenges and constraints that are often unac-
counted for in optimization models related to limited person-
nel or other resources, commerce dynamics driving changes
in import/export volumes and shifts in packaging trends, or
prioritization of other objectives, like screening for trade of
illicit items. Tools are needed to quantify inspection outcomes
under various scenarios to choose the best strategy for spe-
cific conditions.

Another critical aspect of border biosecurity efforts is
quantifying where and when pests are going undetected
and entering domestic areas. Understanding pest propagule
pressure can help prioritize postborder surveillance and
management efforts (Lockwood et al., 2009). Many national
phytosanitary agencies store decades of port interception
records. However, most historical inspection data cannot be
used to quantify patterns of pest slippage (i.e., proportion of
pests or contaminants that fail to be intercepted by border
inspections), because these data are generally collected
during border security inspections that are designed to
prioritize detection over statistical inference (Caley et al.,
2015; Saccaggi et al., 2016). Sampling methods are often not
recorded and vary widely by inspection objectives, resource
availability, workload, and officer training (Saccaggi et al.,
2016). This results in nonstatistical samples that cannot
be used to draw conclusions about consignments or trade
pathways as a whole. Many phytosanitary agencies conduct
initiatives specifically designed to gather statistically valid
interception data, such as the United States Department of
Agriculture (USDA) Animal and Plant Health Inspection Ser-
vice (APHIS) Agriculture Quarantine Inspection Monitoring
(AQIM) program (USDA APHIS PPQ, 2011). However,
these programs are limited and do not collect data that
represent all incoming trade pathways. Directly measuring
pest slippage rates is not possible in operational, field-based
settings; therefore, alternative approaches are needed for
leveraging limited data to estimate what is passing through
international borders undetected.

Commerce trends, operational resources, and the man-
date to streamline international trade make the optimal pest
inspection strategy a moving target (Epanchin-Niell et al.,
2021). There is a need for more flexible tools to help inspec-
tion agencies prevent entry of nonnative species and iden-
tify vulnerabilities within inspection protocols to quantify
pest slippage, while also responding to commerce and oper-
ational dynamics. In this research, we present PoPS (Pest or
Pathogen Spread) Border—an open-source software package
that is designed to measure inspection outcomes under vari-
ous cargo contamination scenarios to support recommenda-
tions for inspection protocols (Petras et al., 2022). Using a
simulation approach, in which we fully recreate the cargo
inspection process including consignments, contaminants,
and inspections, we are able to directly count interception
events and the contaminants being missed by inspections.

F I G U R E 1 The consignment inspection simulation can be used to
evaluate the effect of different contaminant quantities, contaminant
clustering, sampling protocols, and cargo configurations on inspection
outcomes. Blue squares represent sampled units

PoPS Border is part of a suite of tools developed to support
phytosanitary management decisions along the biosecurity
continuum, including PoPS, a generalized spatially explicit,
discrete-time model used for simulating landscape spread
of plant pests and pathogens (Jones et al., 2021) and PoPS
Global, a flexible spatiotemporal network model for forecast-
ing global plant pest invasions (Montgomery et al., 2022).
PoPS Border can be used to create synthetic data represent-
ing consignments with variations in sizes, cargo packaging,
contamination rates, and contaminant distributions to test
approaches for calculating sample sizes and selecting units
for inspection (Figure 1). The effectiveness of the approaches
for detecting contaminants can be quantified and compared to
tradeoffs in the amount of work and resources required. We
demonstrate possible applications of the simulation via three
use cases. First, we use PoPS Border to estimate contami-
nation rates of cut flower consignments using high-quality
inspection records from AQIM. Second, we quantify the
tradeoffs in inspection effectiveness and work required for
various sampling strategies. Finally, we compare inspection
outcomes for shipments with variations in cargo packaging
and contamination. This work represents the first steps toward
an agile decision support tool for designing dynamic inspec-
tion protocols that effectively respond to changes in available
resources, workload, and commerce trends.

2 INSPECTION SIMULATION
FRAMEWORK

PoPS Border is an open-source Python package for simu-
lating inspections of contaminated consignments. The tool
generates numerical representations of consignments, con-
taminates items within the consignments, samples units
for inspection, and records the inspection outcomes. PoPS
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TA B L E 1 Summary of inspection simulation inputs

Consignmentconfiguration File of consignment records (comma-separated values)
or
Consignment parameters:
Items per box—option to vary by mode of transport or commodity
Minimum and maximum boxes possible per consignment
Lists of possible values for origin, commodity, port of entry, mode of transport, and arrival date

Contaminationconfiguration Contamination unit
Contamination rate (fixed-value or a beta distribution of rates)
Contaminant arrangement (clustered or random)

Inspectionconfiguration Inspection unit
Sample size method (proportion, hypergeometric, or fixed number)
Selection method (random, convenience, or cluster)
Proportion of each box to inspect
Tolerance level
Minimum number of boxes to inspect

F I G U R E 2 The PoPS Border framework consists of three
components—consignment generation, consignment contamination, and
consignment inspection. The user provides configuration parameters for
each component. The simulation outputs include outcomes measuring
inspection effort and effectiveness

Border uses hypothetical scenarios for cargo packaging and
contamination to create fully synthetic consignment data.
Alternatively, it can be configured to produce realistic sce-
narios by providing additional information, such as phytosan-
itary inspections records to recreate real consignments or
modeled estimates of noncompliance to simulate variations
in pathway risk. We divided the simulation process into three
steps—consignment generation, contamination, and inspec-
tion with configurable parameters for each (Figure 2). A sum-
mary of the inputs required for running the simulation is pro-
vided in Table 1.

2.1 Consignment generation

Consignments are generated as an array of items stratified
into boxes and are given attributes describing the consign-
ment origin, commodity, arrival date, port of entry, and mode
of transport. If generating parameter-based synthetic consign-
ments, the number of boxes in each consignment is chosen
using a discrete uniform distribution to vary the consignment
sizes between user-defined minimum and maximum number

of total boxes. Each box is then filled with a specified num-
ber of items. Additional consignment attributes are assigned
from lists of possible values provided by the user. Alterna-
tively, if consignment records are provided as a comma sep-
arated value (CSV) file, consignments will be generated to
match each recorded shipment’s size and attributes. The sim-
ulation goes through the records row by row, generating a
consignment for each row that matches the size, commodity,
origin, and date of each consignment record. If desired, the
consignment attributes can be used to configure other simu-
lation parameters. For example, the number of items per box
can vary by commodity or mode of transport if criteria are
provided.

2.2 Consignment contamination

Approaches for contaminating consignments in PoPS Bor-
der are based on the contamination unit, rate, and arrange-
ment. Contamination unit indicates whether individual items
or entire boxes in the consignment should be contaminated.
Contamination rate (i.e., the proportion of units in a consign-
ment that are contaminated) can be fixed for all consignments
or treated as a random variable and stochastically selected for
each consignment from a beta probability distribution with
user-defined shape parameters. The number of units to con-
taminate in each consignment is computed using the selected
contamination rate and contamination unit as:

ncontaminate = N × r (1)

where ncontaminate is the number of units that will be contam-
inated in the consignment, N is the total number of contami-
nation units in the consignment (boxes or sub-box items), and
r is the contamination rate.

The user can also specify how contaminants are arranged
within the consignments. The units to contaminate may be
selected randomly or in a clustered arrangement. Examples of
random and clustered contamination arrangements are shown
in Figure 3 for the item contamination unit and Figure 4 for
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F I G U R E 3 Examples of contaminated consignments with various contaminant arrangements at 1%, 10%, and 20% contamination rates using the item
contamination unit. Each example includes three simulated consignments containing 10 boxes each (rows) with 50 items per box (columns). The dark blue
grid cells represent contaminated items. The clustered arrangements use 25 contaminated items per cluster and a cluster width of 50 items

the box contamination unit. When using a clustered arrange-
ment, the number of units to contaminate is divided by
the user-defined cluster size to determine the total number
of clusters needed. To ensure the clusters do not overlap,
the array of units is divided into sections that are the size
of one contaminant cluster, and the sections are randomly
selected for each cluster. When using the item contamination
unit with a clustered arrangement, the items to contaminate
within each selected section are chosen either continuously
or randomly. If done continuously, the contaminated units
are placed sequentially, side by side. If done randomly, two
parameters must be specified—total cluster width and num-
ber of contaminated items per cluster. The cluster width is the
range over which items may be randomly selected for con-

tamination. These two parameters determine the density of
contaminated units within the clusters.

2.3 Consignment inspection

Inspection strategies used in PoPS Border are a combination
of inspection unit, sample size calculation method, and sam-
ple selection method. The inspection unit is used to define
the total number of inspectable units in the consignment from
which a sample is taken. The simulation is designed to accept
two possible inspection units—boxes or items—although fur-
ther packaging hierarchy could be implemented in the future.
Options for sample size calculation methods include fixed
number of units, fixed proportion of units, and using the
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F I G U R E 4 Examples of consignments with various contaminant arrangements at 1%, 10%, and 20% contamination rates using the box contamination
unit. Each example includes three simulated consignments containing 10 boxes each (rows) with 50 items per box (columns). The dark blue grid cells
represent contaminated items. The clustered contaminant arrangement is indistinguishable from the random arrangement when using the box contamination
unit, unless the contamination rate is high enough to contaminate more than one box

hypergeometric distribution with user-defined detection and
confidence levels (Fosgate, 2009; International Plant Pro-
tection Convention, 2016). The sample size when using the
hypergeometric method is calculated as:

nsample =

(
1 −

(
1 − 𝛽

) 1

D×N

)(
N −

D × N − 1
2

)
(2)

where nsample is the sample size, β is the confidence level, D
is the detection level, and N is the number of inspection units
in the consignment. If sample units are selected randomly,
the hypergeometric sample size should detect contamination
rates above or equal to the specified detection level with the
level of confidence specified. The user can also specify a
contamination tolerance level so that the simulation tracks
the number of missed consignments with contamination rates
below a phytosanitary threshold. This can be useful if a low
level of contamination is considered tolerable or unavoidable
and the user would like to adjust inspection slippage rates to
only include missed consignments with contamination rates
above the phytosanitary threshold.

For all sample selection methods, the selected units are
inspected assuming 100% efficacy, so that if the sampled unit
is contaminated, it will be detected. The sample selection
method options include choosing units uniform randomly,
convenience style (i.e., select first N inspection units until
sample size is met), systematically at a user-specified inter-

val, or in clusters. Figures 5 and 6 show examples of sim-
ulated inspections using various sample sizes and selection
methods. Cluster selection works by selecting groups of items
(e.g., boxes) to make up the required total sample size. The
cluster selection method is only available when using items
as the inspection unit, as boxes represent the cluster unit. The
user must specify the method for selecting the boxes to sam-
ple from, which can be systematic at a specified interval or
uniform randomly, and the minimum proportion of each box
to inspect. If the sample size cannot be reached with the clus-
ter specifications, the proportion of the boxes to inspect is
automatically increased. For example, if interval clusters are
used and every nth box is sampled from, the proportion of
each box inspected must be high enough to reach the sample
size. This is illustrated in the larger sample size example in
Figure 5, where the cluster sizes were increased from 25%
of each box sampled used in the random clusters, to approxi-
mately 55% of each box sampled in the interval clusters. The
total number of clusters needed to reach the overall sample
size is computed as:

nclusters =
nsample

i × p
(3)

where nclusters is the number of sample clusters required,
nsample is the total sample size, i is the number of items per
box, and p is the proportion of each box that will be inspected.
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F I G U R E 5 Examples of consignments sampled with various sample sizes and selection methods using item inspection unit. Each example includes one
simulated consignment containing ten boxes each (rows) with 50 items per box (columns). The dark blue grid cells represent inspected items

F I G U R E 6 Examples of consignments sampled with various sample sizes and selection methods using box inspection unit. Each example includes one
simulated consignment containing ten boxes each (rows) with 50 items per box (columns). The dark blue grid cells represent inspected items. Box inspection
unit sample sizes are rounded to the nearest integer

2.4 Inspection outcomes

For each inspected consignment, several metrics are recorded
to quantify the inspection effort and effectiveness. To esti-
mate the overall amount of work done, the number of items
inspected and the number of boxes opened is recorded. The
information recorded for measuring inspection effectiveness
includes the successful detection of an existing contamina-

tion, the total number of contaminated units in the consign-
ment (regardless of detection), and the number of contami-
nated units in the inspected sample. The outcomes are mea-
sured based on two scenarios—the entire sample is fully
inspected, or the inspection stops after the first contamina-
tion is detected. Recording metrics for these two scenarios
for each inspection provides additional information about the
tradeoffs between inspection effort and gathering statistically
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TA B L E 2 Summary of inspection simulation outputs

Effectiveness Number of missed contaminated consignments
Number of missed contaminated consignments within tolerance threshold
Average missed contamination rate
Number of intercepted contaminated consignments
Average intercepted contamination rate
Number of missed contaminants
Number of intercepted contaminants

Work Number of boxes opened if sampling ends at detection
Number of boxes opened if sampling is fully inspected
Number of items inspected if sampling ends at detection
Number of items inspected if sampling is fully inspected
Total number of contaminants found in samples if sampling ends at detection
Total number of contaminants found in samples if sampling is fully inspected

robust data on contamination rates. Inspections are simulated
for a user-defined number of consignments, and the inspec-
tion results are aggregated. The simulation can be repeated
multiple times to get a set of average outcomes across many
stochastic runs. See Table 2 for the full list of inspection out-
comes.

3 INSPECTION SIMULATION USE
CASES

To demonstrate potential applications of PoPS Border, we
created three hypothetical use cases that provide examples
of how the tool can be used for consignment inspection test-
ing and design. The first use case shows how to use the
tool to estimate contamination rates for a set of consign-
ments based on the outcomes of inspections previously con-
ducted on the consignments. The second use case compares
the effort and effectiveness of a range of inspection protocols
on a set of consignments. The third use case tests the per-
formance of a single inspection protocol on different types
of consignments. The assumptions made about the cargo
being inspected, including contamination rates and contam-
inant arrangements, are detailed in each use case section.
The simulation could also be used to conduct further sensi-
tivity analyses to quantify the impact of uncertainty in those
assumptions on the scenario outcomes.

The use cases presented below were applied to a sub-
set of data from imported cut flower consignment inspec-
tions conducted by the USDA APHIS Agriculture Quaran-
tine Inspection Monitoring (AQIM) program from January
2011 to October 2020. Since these inspections used known,
statistically valid sampling approaches, we were able to use
PoPS Border to estimate the contamination rates of the con-
signments and do experiments to measure what the inspec-
tion outcomes would be under various scenarios. The AQIM
inspection data (8,051 records) included information about
the consignment size, inspection unit, inspected sample size,
sample selection method, and the inspection outcomes (pest
detected or not). The data were filtered to include inspections
that used a box inspection unit and sample sizes specified
by the hypergeometric distribution, leaving 3,313 records.

The data included consignments with sizes ranging from 8 to
21,364 boxes, with an average size of 304 boxes. The num-
ber of stems contained in each box was not recorded and we
assumed 200 stems per box for the use cases. Other informa-
tion describing the consignments, including origin, cut flower
species, port of entry, and arrival date, was also included in
the data, but was not utilized in this study.

3.1 Estimate contamination rates from high
quality inspection data

Monitoring contamination rates is an important part of risk-
based sampling design. Since contamination rates generally
cannot be directly measured, consignment failure rates are
often used as a proxy. However, failure rates only provide
information about what is being found versus what is being
missed. See Table 3 for the definition of consignment failure
rate and other important related terms. PoPS Border pro-
vides an environment for recreating consignments and their
inspections to estimate contamination rates and measure
the amount of undetected, outgoing contaminants. In many
cases, the strategies used for sampling during inspections are
not known or are inconsistent. Users of PoPS Border can
apply assumptions about how inspections were conducted
and calibrate the contamination configuration to achieve
similar inspection outcomes and narrow down a range of
likely contamination rates. However, in this use case, we
used data from inspections that used known, statistically
valid sampling methods. This allowed us to use a statistical
model to estimate a mean contamination rate for the con-
signments and then use PoPS Border to estimate the standard
deviation.

To demonstrate, we recreated the AQIM cut flower con-
signments and their inspections in PoPS Border to esti-
mate a probability distribution of contamination rates for the
consignments. First, we used a statistical maximum likeli-
hood estimation method described by Chen et al. (2018) and
Trouvé and Robinson (2020) to estimate the mean contam-
ination rate of the pass/fail inspection data. A generalized
linear model with a Bernoulli error term and a complemen-
tary log-log link function was fitted to the vector of binary
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TA B L E 3 Glossary of important terms

Consignment failure rate Proportion of all consignments intercepted by inspections. This quantity can be determined in an operational
setting without knowledge of the overall number of contaminated consignments.

Interception rate Proportion of contaminated consignments intercepted by inspections. This quantity can only be determined in an
experimental or simulated setting with knowledge of the overall number of contaminated consignments.

Noncompliance rate Proportion of all consignments with contamination. This quantity can only be determined in an experimental or
simulated setting with knowledge of the overall number of contaminated consignments.

Missed contaminants Count of total contaminated items in consignments missed by the inspections. This quantity is an estimate of the
number of released contaminants.

Average missed contamination rate Average contamination rate of contaminated consignments not detected by inspections. This quantity gives an
estimate of the average quality of goods being released.

consignment inspection data (0: passed inspection, 1: failed
inspection due to presence of pest). An offset of log(sample
size) was used to account for the number of inspected units
per inspection. The mean contamination rate was calculated
using the model intercept in the inverse complementary log-
log function as:

r = 1 − e−e𝜆 (4)

where r is the mean contamination rate and λ is the model
intercept.

We then computed shape parameters of a beta probabil-
ity distribution so that the distribution had a mean equal to
the estimated mean contamination rate with an arbitrary stan-
dard deviation. Using PoPS Border, we generated 3,313 con-
signments that matched the AQIM shipment sizes and con-
taminated them using the parameterized contamination rate
distribution, the item contamination unit, and a clustered ran-
dom arrangement with 40 items per cluster. We then itera-
tively adjusted the standard deviation of the contamination
rate distribution and reran the simulation until the simulated
inspections resulted in approximately the same proportion of
failed consignments as the AQIM inspections, which had a
consignment failure rate of 0.049.

The mean contamination rate of the cut flower consign-
ments estimated from the maximum likelihood estimation
method was 0.0027. We assumed the contamination rates fol-
lowed a long-tailed right-skewed beta distribution with most
rates being close to zero and few consignments with higher
rates. A beta contamination rate distribution with standard
deviation of 0.0282 (α = 0.009, β = 3.3062) resulted in a
simulated consignment failure rate that matched the AQIM
inspection data (Figure 7).

By simulating the consignment inspections with PoPS Bor-
der, we were able to obtain additional information beyond
the consignment failure rate and mean contamination rate.
Since this use case resulted in an estimate of the contamina-
tion rate distribution, we also were able to calculate the num-
ber of missed contaminants. Over 100 simulations, an aver-
age of 501,225 contaminants (97.5%) were intercepted and
12,906 (2.5%) were missed. If we simply applied the mean
contamination rate estimated from the statistical model to
all of the consignments, the number of missed contaminants

F I G U R E 7 Beta probability distribution of contamination rates
estimated to match the 0.049 consignment failure rate of the AQIM
inspection data. The mean contamination rate was 0.0027 and standard
deviation was 0.0282

would be grossly overestimated. By treating contamination
rate as a random variable with a beta distribution estimated
using PoPS Border, we obtain an assessment of the outgoing
quality of the inspected consignments. This example demon-
strates how PoPS Border can be used to back-calculate the
contamination rates of a set of consignments by recreating
the shipments and their inspections.

3.2 Measure the effect of deviations in
inspection protocols

Understanding the tradeoffs in inspection effectiveness and
the amount of work required can help agencies come
up with strategies that suit risk tolerance and available
resources. However, this can be challenging when consider-
ing multiple variables such as sample sizes and methods for
sample selection. PoPS Border provides a tool to rapidly
compare variations in inspection strategies and quantify out-
comes in terms of workload, interception rates, and missed
contaminants. To demonstrate, we ran PoPS Border with
18 different inspection approaches applied to the AQIM cut
flower consignments and compared tradeoffs in the effec-
tiveness and work required for each. The inspections were
combinations of an inspection unit (box and item), a sam-
ple size method (hypergeometric samples with 0.05 and 0.1
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TA B L E 4 Inspection scenario configurations and inspection outcomes

Inspection Effectiveness Efficiency

Sample size method Selection method
Interception
rate

Avg. missed
contamination Rate

Total boxes
opened

Total items
inspected

Box, hypergeometric, 0.05
detection

Random 0.84 0.0011 102,725 (61%) 20,545,009 (61%)

Convenience 0.84 0.0011 102,725 (61%) 20,545,009 (61%)

Box, hypergeometric, 0.1
detection

Random 0.70 0.0017 65,587 (39%) 13,117,509 (39%)

Convenience 0.70 0.0017 65,662 (39%) 13,132,483 (39%)

Box, proportion 0.02 Random 0.12 0.0261 3,349 (2%) 669,737 (2%)

Convenience 0.12 0.0259 3,352 (2%) 670,367 (2%)

Item, hypergeometric, 0.05
detection

Random 0.39 0.0033 102,510 (61%) 193,920 (0.58%)

Convenience 0.08 0.0251 3,318 (2%) 194,406 (0.58%)

Interval cluster 0.10 0.0218 9,586 (6%) 194,406 (0.58%)

Random cluster 0.10 0.0221 9,845 (6%) 194,218 (0.58%)

Item, hypergeometric, 0.1
detection

Random 0.30 0.0057 65,608 (39%) 96,974 (0.29%)

Convenience 0.04 0.0302 3,318 (2%) 97,203 (0.29%)

Interval cluster 0.07 0.0251 6,503 (4%) 97,203 (0.29%)

Random cluster 0.08 0.0255 6,598 (4%) 97,125 (0.29%)

Item,
proportion 0.02

Random 0.51 0.0026 164,305 (98%) 668,449 (2%)

Convenience 0.14 0.0183 4,977 (3%) 670,367 (2%)

Interval cluster 0.20 0.0134 34,842 (21%) 670,367 (2%)

Random cluster 0.20 0.0145 34,799 (21%) 669,527 (2%)

F I G U R E 8 Outcomes of 18 inspection protocols applied to 3,313
consignments generated to match the AQIM cut flower consignments. The
inspection outcomes were averaged over 100 simulation runs. Data were
slightly shifted in the x direction to increase visibility of overlapping data
points

detection levels and 0.02 proportion samples), and a selection
method (random, convenience, interval cluster, and random
cluster). We generated 3,313 consignments to match the ship-
ment sizes in the AQIM records and applied the contamina-
tion configuration estimated in Section 3.1 (beta contamina-
tion rate distribution with mean 0.0027, item contamination
unit, clustered random contaminant arrangement, 40 items
per cluster). The inspection results averaged over 100 sim-
ulation runs are shown in Table 4.

The graph shown in Figure 8 illustrates the tradeoff in
workload and effectiveness for each inspection approach.
Proportion samples resulted in a fixed proportion (2% in these

examples) of every consignment being inspected, whereas the
hypergeometric sample sizes varied based on the number of
units (items or boxes depending on the inspection unit) per
consignment. If units were selected randomly and contami-
nants were randomly distributed through the consignments,
the hypergeometric sample size detected contamination rates
above or equal to the specified detection level (0.05 or 0.1 in
these examples) with the level of confidence specified (0.95).
The inspections that used a hypergeometric sample with the
box sampling unit were very effective at finding contami-
nants regardless of how the samples were selected. However,
the box unit inspections resulted in a very high proportion of
items being inspected overall, with each box inspected con-
taining 200 items. The inspections that used a hypergeometric
sample with item as the sample unit were very effective and
efficient, but only when the inspected items were selected ran-
domly. When these inspections deviated from random sam-
pling, the number of missed contaminants was very high
due to the small sample sizes used. This demonstrates that
the effectiveness of using a hypergeometric sample in an
operational setting may be lower than expected if random
selection cannot be ensured. Furthermore, the number of
boxes that must be opened to inspect the randomly selected
items was high, which should be considered when assessing
the overall inspection efficiency (Figure 9). For the item unit
inspections, convenience selection was the least effective,
while cluster selection performed somewhere between con-
venience and random selection, with effectiveness increasing
with decreasing cluster size. Selecting the clusters from boxes
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F I G U R E 9 Inspection effort per intercepted consignment for the 18 inspection protocols tested. The work required in terms of items inspection and
boxes opened was highly sensitive to the inspection unit and sample selection method used

at an interval consistently performed slightly better than from
boxes selected randomly.

Agencies can use PoPS Border to compare a range of
proposed inspection approaches as demonstrated in this use
case to choose a strategy that suits their risk tolerance and
available resources. For example, cluster selection with the
item sample unit could provide an operationally feasible
alternative when random selection is not possible by allow-
ing inspectors to systematically select boxes from which to
sample a cluster of items. The tool could be used to iden-
tify the cluster sample size that achieves the inspection effi-
ciency needed while effectively intercepting consignments
above a phytosanitary threshold and maintaining an accept-
able number of missed contaminants overall. Alternatively,
a larger sample size using the box inspection unit and con-
venience selection might be preferred to achieve high inter-
ception rates while reducing the workload associated with
unpacking randomly selected boxes. The box unit inspec-
tions were not sensitive to the selection approach used assum-
ing that the contaminant clusters were arranged randomly
throughout the consignments. This use case demonstrates
how PoPS Border can be used for rapidly assessing variations
in inspection strategies and explicitly measuring the relevant
outcomes.

3.3 Measure the effect of changes in
consignment characteristics

PoPS Border is also useful for understanding how inspection
outcomes differ with variations in consignments. For exam-
ple, shifts in costs or consumer trends may result in rapid
changes in the mode of transport or packaging used for com-
modities. PoPS Border provides a tool for testing the perfor-
mance of inspections under different conditions to enable a
quick response to market or compliance trends by the agen-

cies responsible for inspections. To demonstrate, we tested
the performance of a fixed inspection protocol that used a box
inspection unit, hypergeometric sampling with a 0.1 detec-
tion level and 0.95 confidence level, and random selection for
three scenarios that represented changes in the consignments.
In the following three sections, we generated consignments
to match the AQIM inspected cut flower consignments from
Section 3.1, but varied one component—consignment sizes
and packaging, contaminant arrangement, or contamination
rate variability.

3.4 Cargo packaging scenarios

Cargo using different modes of transport or going to different
types of customers is often associated with different packag-
ing standards. PoPS Border can be used to measure the work-
load required for inspecting shipments packaged in different
ways and develop alternative strategies that balance intercep-
tion rates with available resources. We ran PoPS Border with
three scenarios representing approximately 10,000,000 items
shipped via maritime pathways with large consignments and
boxes, air pathways with mid-sized consignments and boxes,
and direct-to-consumer with very small consignments and
boxes (Table 5). For each cargo packaging scenario, we held
the contamination constant by using the configuration esti-
mated from the AQIM data in Section 3.1 (beta contamina-
tion rate distribution with mean 0.0027, item contamination
unit, clustered random contaminant arrangement, 40 items
per cluster). We then applied the fixed inspection protocol
and averaged the inspection outcomes over 100 stochastic
runs.

The inspection protocol was very effective for each cargo
scenario, with only 0.5–2% of contaminants missed over-
all. The amount of work required for the hypergeomet-
ric samples varied widely across the cargo types, with
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TA B L E 5 Cargo packaging scenario configurations and inspection outcomes

Consignment Effectiveness Efficiency

Cargo scenario
Total consignments
(boxes each) Items per box

Interception
rate

Avg. missed
contamination rate Total boxes opened

Total items
inspected

Maritime 110 (100–160) 700 0.57 0.0000 284,986 (20%) 199,490,401
(20%)

Air 833 (20–100) 200 0.66 0.0020 1,859,258 (37%) 371,851,556
(37%)

Direct-to-
consumer

4,000 (1–50) 100 0.83 0.0040 6,235,661 (61%) 623,566,063
(61%)

F I G U R E 1 0 Inspection protocol efficiency and effectiveness for 10,000,000 items packaged using three cargo scenarios: maritime cargo (100–160
boxes each, 700 items per box), air cargo (20–100 boxes each, 200 items per box), and direct-to-consumer cargo (1–50 boxes each, 100 items per box).
Interception rates increased with inspection effort and decreasing consignment size, whereas the proportion of intercepted contaminants decreased

the inspection being most efficient for the large maritime
consignments (20% cargo inspected) and least efficient
for small direct-to-consumer cargo (61% cargo inspected).
This is because hypergeometric samples are proportionally
larger when the total number of units is relatively small.
Hence, the average number of items inspected per maritime
consignment was high compared to direct-to-consumer con-
signments (18,132 vs. 1,559), but the total items inspected
overall was much lower since there were fewer mar-
itime consignments. The interception rates (i.e., proportion
of contaminated consignments intercepted) increased with
increased inspection effort. However, the overall proportion
of intercepted contaminants decreased with inspection effort
(Figure 10). We assumed here that the contaminants were
arranged in clusters of up to 40 items. For very small con-
signments with low contamination rates, this meant that the
contaminants were often all in a single cluster, making them
difficult to detect, whereas there may have been multiple con-
taminant clusters in the larger consignments. This explains
why the inspections only missed maritime consignments with
very low contamination rates, whereas the inspections missed
slightly higher contamination rates in the direct-to-consumer
consignments. This use case demonstrates that the efficiency
and effectiveness of using hypergeometric samples with the
box inspection unit is dependent on consignment size and
packaging. PoPS Border can be used in this way to evalu-
ate the suitability of inspection protocols for various cargo
packaging scenarios.

3.5 Contaminant arrangement scenarios

The spatial distribution of contaminants within consignments
influences how easily they are detected by inspections. While
it is difficult to know how contaminants are actually arranged
within consignments, we can use PoPS Border to understand
the implications of potential contaminant arrangement sce-
narios for various inspection approaches. To demonstrate,
we tested the effectiveness of the fixed inspection protocol
on 17 contaminant arrangement scenarios ranging from ran-
domly distributed contaminants to highly clustered contam-
inants. For each scenario, we generated 3,313 consignments
to match the shipment sizes in the AQIM records and con-
taminated them using the contamination rate distribution esti-
mated from the AQIM data in Section 3.1 (beta contamina-
tion rate distribution with mean 0.0027, item contamination
unit). We varied the contaminant arrangement, increasing the
cluster size by 25 items for each scenario. We then applied
the fixed inspection protocol and averaged the inspection out-
comes over 100 stochastic runs.

Overall, interception rates decreased and the proportion of
missed contaminants increased as contaminants became more
clustered (Figure 11). When the contaminants were randomly
distributed, the inspection protocol was very effective, with
an interception rate of 0.89 and only 0.04% of contaminants
missed. The interception rate dropped to 0.73 when contami-
nants were grouped into clusters of 25 items. This highlights
that the inspections using hypergeometric sample sizes will



12 MONTGOMERY ET AL.

F I G U R E 1 1 Inspection outcomes for scenarios comparing contaminant arrangements ranging from randomly distributed contaminants to highly
clustered contaminants. Contaminants were increasingly difficult to detect with increased clustering

be less effective than expected when contaminants are clus-
tered. It is also important to note that if the box contamina-
tion unit is used in the simulation, all items within boxes are
contaminated until the contamination rate is achieved. This
means that using the box contamination unit is equivalent to
using the item contamination unit with clusters the size of
the number of items in one box. PoPS Border is a useful tool
for quantifying the range of potential outcomes for different
contaminant clustering scenarios when evaluating inspection
protocols.

3.6 Contamination rate variability
scenarios

As shown in Section 3.1, it may be possible to estimate the
mean contamination rate from statistically robust inspection
data, but the rate variance may be unknown. The variability of
contamination rates within a consignment pathway will influ-
ence the consignment failure rates. For example, a pathway
with a low mean contamination rate with very low variability
will have high compliance and a low consignment failure rate,
but there may be a greater number of missed contaminants
overall due to very few interceptions over time. To demon-
strate how PoPS Border can be used to quantify the potential
implications of contamination rate variability, we generated
three scenarios with 3,313 consignments matching the AQIM
records using contamination rate distributions with a mean of
0.0027 and three different standard deviations representing
low, mid, and high variability in contamination rates. We ran
the three scenarios using the box and item contamination unit.
We then applied the fixed inspection protocol and averaged
the inspection outcomes over one hundred stochastic runs.

Inspection effectiveness in terms of intercepted consign-
ments and contaminants increased with contamination rate
variability (Figure 12). Pathways with higher contamination
rate variability will have more consignments with higher con-
tamination rates, which are easier to detect by inspections.
The lower interception rates and higher proportion of missed
contaminants for the box contamination unit overall reflect
the higher contaminant clustering associated with using the
box contamination unit. This use case demonstrates that when
the mean contamination rate of a set of consignments is very

low, higher variability in rates will result in more intercep-
tions. If a pathway has consistent, low contamination rates
above zero, the number of missed contaminants will be rela-
tively high over time compared to pathways with higher vari-
ability in rates. PoPS Border provides a tool for measuring the
potential range of missed contaminants for pathways where
the contamination rate variability is unknown.

4 DISCUSSION

We have presented PoPS Border, an open-source tool for eval-
uating inspection strategies for detecting rare occurrences,
and three example use cases for the tool. The three use cases
presented here are for cut flower pest inspections; however,
PoPS Border can be used for many types of inspections,
including industrial quality control sampling, law enforce-
ment, or border control inspections. PoPS Border can be
applied with minimal inputs or can be further enhanced with
additional data to increase sophistication of the consignments
and inspections simulated. For example, results from path-
way risk analysis models could be used to inform contami-
nation rates that vary by origin, season, mode of transport,
and commodity. Cargo configurations, such as number of
items per box, could be made more realistic by setting the
related parameters to vary by commodity type or mode of
transport. The amount of work required for inspections could
be improved by incorporating accurate estimates of the man
hours required to inspect various types of commodities. This
work represents the first steps toward building an inspection
protocol evaluation tool that can be iteratively improved to
reflect the realities of border inspection operations.

PoPS Border can be used to evaluate risk-based sampling
methods or consignment release programs under various con-
ditions. For example, the example use cases show simulated
outcomes for hypergeometric sampling approaches, which
are common in many risk-based sampling programs. As
shown in Figure 8, the outcomes are highly sensitive to the
inspection unit and selection approach used, with clear trade-
offs between high interception rates and the amount of work
required. PoPS Border can also enable development of cost-
saving consignment release programs, which release low risk
consignments without inspection according to an inspection
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F I G U R E 1 2 Comparison of inspection outcomes for contamination rate variability scenarios. The scenarios used combinations of item or box
contamination unit and contamination rate distributions with low, mid, and high standard deviations. Interception rates increased with increased variability in
contamination rates

F I G U R E 1 3 Conceptual diagram of the prototype consignment release program simulation. Each scenario illustrates a possible inspection outcome
under the release program

schedule. Although the simulation does not currently include
a realistic release program, the basic mechanics have been
tested with a simple prototype based on the National Cut
Flower Release Program (NCFRP). In the prototype release
program, consignments that fit specified origin and commod-
ity criteria are released without inspection unless the simu-

lated arrival date falls on a user-defined inspection calendar
(Figure 13). Further development of the tool’s release pro-
gram features could provide valuable information on program
vulnerabilities and a way to test proposed program updates.

As shown in the use cases, PoPS Border can be used to
extend statistically robust, high quality inspection data to
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simulate incoming consignment contamination levels and
estimate slippage rates under specific inspection protocols. If
applied using actual shipment volumes coming through ports
of entry, PoPS Border could provide an estimate of regional
propagule pressure and inform pest surveillance efforts.
Future enhancements of the tool should include an automated
method for calibrating contamination rate distributions from
inspection data. However, since inspection outcomes are
influenced by how contaminants are clustered within con-
signments, better information on contaminant arrangement is
needed to precisely estimate contamination rates. There may
be opportunities to gain insights on contaminant arrangement
by using PoPS Border with contamination rate data. As better
information on contaminant arrangement becomes available,
the methods for generating clusters in the simulation can be
improved. For example, future implementations should use
dynamic cluster sizes based on contamination rates.

The inspection approaches currently implemented in PoPS
Border were chosen in collaboration with USDA APHIS ana-
lysts and include primary sampling methods used by inspec-
tors. However, additional approaches could be implemented
in future versions of the tool. For example, cost-saving strate-
gies, such as acceptance or skip lot sampling, or strategies for
targeting clustered contaminants, such as adaptive sampling,
are approaches that could be simulated to facilitate inspec-
tion program design. Also, if a contaminated item is selected
for inspection, the contaminant will always be detected in the
current version of the tool. Future implementations should
include a user-defined efficacy rate so that some inspections
do not detect contaminated items. This variable inspection
efficacy could be used to simulate different inspection tech-
niques, technologies, or conditions. As the sophistication of
the tool is increased, more complex scenarios with commin-
gled commodities and multiple types of contaminants can be
simulated. For example, contaminants may be characterized
as quarantine significant or not, so that some detected con-
taminants are considered not actionable and released without
treatment. Further enhancements of the simulated inspections
could provide opportunities to evaluate inspection protocols
for more diverse types of contamination with variations in
risk and actions taken.

5 CONCLUSION

Preventing nonnative pests and pathogens from crossing bor-
ders is very challenging due to the massive volume of goods
passing through ports of entry daily. Phytosanitary agen-
cies need better tools to understand how tradeoffs in inspec-
tion efficiency and effectiveness may change with shifts in
operations and commerce. By simulating consignments and
inspections, PoPS Border provides a way to measure con-
taminant slippage, quantify workload, and perform compu-
tational experiments to refine inspection protocols before
deploying them in the field. Further development of a web-
based analytics dashboard for running PoPS Border and visu-
alizing results would provide a valuable decision support

tool to help agencies create more agile, risk-based inspection
strategies.
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